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ABSTRACT

Key-words: GDPR-personal data-rights-risks - public administration-good regulation

The right to life is fundamental. The protection of personal data and the respect for privacy are
essential components of this right. The European Parliament and the Council of the European Union
constantly strive to strike a balance between improving security and protecting human rights. Respect
for the right to private life and to family life and the protection of the personal data are set out in the
Articles 7 and 8 of The Charter of Fundamental Rights of the European Union”, in Article 16 of ,, The
Treaty on the Functioning of the European Union” and in Article 8 of ,, The Convention for the
Protection of Human Rights and Fundamental Freedoms”.

The European aim for placing the human beings at the heart of democratic societies is translated
into respecting the right to privacy and protecting citizens' personal data. Individuality is a right that
every citizen has. The right to privacy allows every citizen to be autonomous, to live in dignity and to
have full control over the way in which his/her personal data are processed. In the absence of the right
to privacy, the other human rights and freedoms are at risk. The right to privacy makes possible for every
person to have an option as to how, when and to whom he/she chooses to disclose their personal data, it
gives everyone the opportunity to be in control of their own identity, it gives everyone the opportunity
to be in control of how they interact with the environment, it provides safety to any person in the face

of unjustified abuse of power and allows anyone to think freely, without being discriminated.



The interest of the European Union to respect the right to privacy of European citizens has
materialized, after a long period of debate and negotiations, in the adoption, on 27 April 2016, of the
“Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)”. This normative
act entered into force on May 25, 2018, being directly applicable, starting this date, in all EU member
states.

Adopted to create a unitary vision in the processing of personal data of European citizens, “The
General Data Protection Regulation” becomes a tool with national imprints in implementation.

Having as points of reference “The General Data Protection Regulation”, its mandatory
implementation in all the EU member states and the existence of consequences which can be seen in the
application of sanctions if it turns out that a European normative act is not correctly implemented at
national level, in this research we aim to check, first of all, the existence of a distance between regulation
and application in relation to the implementation of this normative act in several European states, with
a focus on how its provisions are applied at the level of public administration in Romania.

The GDPR represents a ,, declaration of rights ”, although from a territorial point of view it would
seem to have limited effects. By applying its provisions to all European citizens, regardless of the
controllers' premises, the territorial application becomes, in fact, global. Given the that data protection
places the data subject at the heart of the actions of the governments of the member states and of the
European Union, we intend to verify also if the “data subject” represents a common denominator in the
implementation of GDPR at the level of the public administration in Romania and at European level.

All data processing that makes it possible to identify individuals ,, should be in the service of
citizens”’, as set out in Recital 4 of the GDPR. The right to data protection must be taken into account
only in relation to the function it performs in society and balanced with other fundamental rights, in
accordance with the principle of proportionality. In these circumstances, we ask ourselves how prepared
Romania is, how prepared the European Union is, through the actions of each individual member state,
to find the right balance in the implementation of the GDPR? s it possible for actions at the EU level,
in content and form, not to go beyond that which is necessary to achieve the objectives of the Treaties,
in such a way as to respect the principle of proportionality, as defined in Article 5 of the ,, Treaty on

European Union’?



With the pace of development of the new technologies, with the scale of the phenomenon of
digitalization, with the desire for the widespread use of artificial intelligence, including at the level of
the public administration, humanity is on the threshold of a new era, the main characteristics of which,
at the information level, are Volume, Variety, Velocity, Veracity and Value. Any activity undertaken on
the Internet leaves digital footprints, which when combined and connected in a virtual ecosystem can
lead to the transfer of personality into the digital environment. This personality can be real or
manufactured.

The data subjects do risk, in the absence of correct information or digital skills training, having
no control over their own data. Thus, they can become the subjects of profiling, but also the victims of
possible cyber-attacks. The European Commission has observed a rise in the frequency of large-scale
attacks on information systems and the preference of some states to leverage information and
communication technologies to achieve political, economic, and/or military superiority, including
offensive capabilities.

In this context, on 15 December 2022 was signed the “European Declaration on Digital Rights
and Principles for the Digital Decade”. This document represents the European Union's commitment
to a secure and sustainable digital transformation that will put people at the center of any concerns and
decisions, in line with the fundamental values of the European Union.

However, the protection of personal data decreases with the increase of the degree of exposure
of individuals to the virtual environment. Online activities are a threat to everything that involves
respecting human rights. In this context, the European Union is searching for a compromise between the
development and use of new technologies and the respect for human rights and fundamental freedoms.

In this context, we ask ourselves whether a state could, through correct, coherent, constant
information of citizens and their institutionalized training in the field of privacy and personal data
protection to reach, through prevention, simplification of the regulatory process. The combination of
European rules with national rules must not only be a necessary process for fulfilling an obligation that
the European Union imposes on member states, but a solution to problems that have led to the emergence
and approval of a General Data Protection Regulation in this case.

Having as object of research the “General Data Protection Regulation” and as a research area
the public administration in general and the Romanian public administration in particular, we aimed to

examine various concerns related to the emergence and entry into force of this European regulation.



The thesis contains five parts. In the first part of the thesis, we focused on presenting the right of
individuals to data protection and how the protection of the right of individuals to private and family life
in the European Union is currently ensured. In the second part of the thesis we presented the research
methodology. In the third part of the paper, we presented the results of a comparative analysis of the
context of implementing GDPR in six European states. In the fourth part, the most extensive, is presented
the way and context of implementing this European regulation in Romania by crystallizing the
perceptions of the actors involved and designing the models of administrative and judicial practice
currently applicable. The fifth part of the paper was dedicated to identifying some possibilities for
improving the regulatory and implementation system of the GDPR in Romania.

As research objectives we mention:

Objective 1: the comparison of administrative structures and functionality with regard to the application
of the provisions of the “General Data Protection Regulation” in six European states;

Objective 2: the description of the specific conditions for the implementation of the GDPR at the level
of the Romanian public administration;

Objective 3: the identification of solutions to improve the system of regulation and implementation of
this European normative act in Romania.

The thesis aims to answer the following research questions:

The main question: How is the implementation of the “General Data Protection Regulation™
achieved in Romania?

Complementary questions:

a) How is the application of the GDPR provisions managed at the level of other Member States
in the European Union and what specific measures have there been taken to ensure that the
implementation of the GDPR supports the data subjects?

b) What can be the explanation for the emergence of a distance between the regulation of the
protection of personal data in Romania and the effective application of the provisions of “fo the General
Regulation on Data Protection™?

c) What is the specific administrative context for implementing the GDPR and how is the
administrative functionality ensured to provide the protection of personal data for data subjects in
Romania?

d) Is Romania at the risk of experiencing “legislative inflation” as a result of the GDPR?



e) Could there arise, at the European level, a vulnerability of data protection assurance due to a
lack of digital skills training for digital subjects in an EU member state?

f) What improvements can there be made to the GDPR implementation conditions for in
Romania's public administration?

The hypotheses we set out to verify are as follows:

Hypothesis n°1: There is a gap between the regulation and the application of GDPR provisions in
Romania, which influences the implementation of the GDPR at the level of the public administration/at
the public administration level.

Hypothesis n°2: The goal of the European Union is to achieve a balance between the way to make use
of and to share data on the one hand, and the way to safeguard its protection on the other.

Hypothesis n°3: The application of the GDPR can lead to the confrontation with the phenomenon of
“legislative inflation”.

Since the main object of the research is ,,The General Data Protection Regulation”, the effects
felt by the data subjects, but also those felt at the level of the public administration activity in Romania
following the application of its provisions, we opted for the combined use of the comparative method,
qualitative research methods (the interview, the questionnaire with open items, the participatory
observation and the content analysis) and quantitative research methods (such as the document analysis),
with emphasis on the constructivist, postpositivist approach.

This option was justified by the fact that the GDPR 1s mandatory in all EU member states since
2018. For that reason the question why? is not relevant for this research, our attention being fixed on the
question how? The use of qualitative research methods has enabled us to gather relevant data to explore
subjective reality and identify and propose solutions to enhance the implementation framework of
GDPR in Romania.

The proposal of solutions to enhance the regulatory system and enforce the provisions of this
normative act in Romania was established through the identification of good practice models in six
European states, analyzed in a comparative manner.

This thesis brings together the academic environment and the administrative practice.

The results of the research exceeded our expectations, first and foremost considering that during
the period allocated to the verification of the above presented assumptions we have crossed major events

such as the pandemic caused by the COVID 19 virus, the war in Ukraine, the foreshadowing of a major



conflict between the Russian Federation and the NATO, as well as the emergence of new war outbreaks
in the world, aspects that could even economically destabilize the states in the near future.

All these events have had a major impact on the respect for human rights and fundamental
freedoms, on the rapid development of new technologies, including the emergence of artificial
intelligence programs that bring the world closer to a new face of the digital age and the individual in
direct confrontation with the risks of the virtual world and the effects of digitalization.

The economic and political disparities between EU member states are a major obstacle for the
future. Political decisions have economic consequences. The European Union's unity will be tested as it
enters the digital age, not only from an economic and logistical perspective, but also from a social
perspective. The rights to privacy and data protection are taking on new meanings.

These rights involve the citizen more than ever before, they force him to take responsibility.
Member States' governments are also obliged to intervene in raising citizens' awareness of the risks they
are exposed to in the online environment.

The adaptation of the human being to the digital age is done against the clock. Regulation takes
time. It is of utmost importance to achieve the adaptation of the administrative apparatus to the inclusion
in the relationship with the citizen of digital programs, while ensuring the protection of processed data
and the protection of the privacy of the data subjects. But from the perspective of the evolution of the
new technologies the time is no longer patient.

The choice of this research topic was not accidental.

The administrative apparatus is heavy and difficult to adapt to change. Meanwhile, through its
activities, it is the guarantor of the evolution of a society. A member state of the European Union must
respect democratic values and thus public administration becomes not only the creator of rules for
citizens, but also a guarantor of respect for the rule of law and the just balance in the enforcement of the
law. Romania, through its historical, geographical, geopolitical and demographic context of evolution
offers an interesting framework for the application of GDPR provisions. In addition, we believe that the
verification of research hypotheses has required finding the right balance between public administration
and research as a field of activity.

Our research has allowed the ingression into the deep area of personal data protection from the
position of an executor, a connoisseur of the functioning of state institutions and at the same time an
applicant of the legislative provisions in this field.

Between state institutions and citizens there is a relationship of interdependence.

10



,, The General Data Protection Regulation” tests the quality of the administrative act, the state's
relationship with citizens, more than other normative acts, because it is an instrument that obliges
controllers to apply it by becoming vulnerable in interaction with data subjects, that is European citizens.
In fact, controllers are obliged to apply the provisions of a normative act that makes them vulnerable.

Fundamental human rights, in particular the right to the protection of privacy, are respected in a
rule of law, in particular by the creation, adoption and application of tools that allow placing the citizen
at the core of government concerns. The public administration has the mission to serve society as a
whole and to provide quality services to citizens, the free and unhindered citizens’ access to information
of public interest representing a fundamental principle of the rule of law.

But if an informed citizen can make the state institutions vulnerable through initiatives that can
create bottlenecks in the exercise of their specific activities, will the state choose to correctly inform
citizens or will the state protect its institutions in their activity through information as open as possible,
but as closed as necessary?

However, the question is how much does Romania allow itself to respect the principle of
transparency in the relationship with citizens in terms of the application of the GDPR provisions? How
aware are the employees of state institutions that, in applying the provisions of the GDPR, they have
both the status of civil servants and the status of data subjects, the liability and responsibility in
performing their duties affecting this double status? How prepared is Romania to ensure data protection
of data subjects — European citizens in the current geopolitical context?

Research hypotheses have been and are important now. The research methods we have chosen
have enabled the collection and analysis of data, allowing for the verification of the hypotheses thereof.
The results of this research are also confirmed by the emergence of European programs, strategies and
new normative acts with an impact on the field of data protection, currently under work or adopted in
the course of 2024.

The protection of personal data, as currently regulated, imposes limits and at the same time raises
conceptual, financial, economic, political, security, technological, logistical or administrative barriers.
During our research we have faced limitations, but also the attainment of personal boundaries. There
have been time limits, the time of completion of the research imposing a fast pace of work, there have
been limitations in the access to documents during the pandemic, limitations in identifying real problems
related to the implementation of the GDPR in Romania, as well as limitations manifested in convincing

some people to participate in the research by providing interviews or filling out questionnaires. There
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have also been logistical limits and limitations, but also decentration limits for canceling research
subjectivism, focusing on identifying real needs related to the field studied. We have faced limits in the
organization of the construction of the thesis by identifying new research perspectives related to the
studies/papers/ theses already existing on this subject, as well as a number of limitations ensuring
methodological triangulation, related to the organization of the collected data.

The construction of the thesis is circular and not by chance. If the research started with the
comparative analysis of the way of implementing the GDPR in six European states, then focusing on
how this European normative act is implemented in Romania, the end of the research closed the circle
of comparative analysis by generating models of good practices, identified at the level of the states
analyzed, models that could also be implemented in Romania.

The approach of the analyzed theme, the focus on certain concepts, syntagms, placed then in a
broader, historical or collective imaginary framework, the application of a established communication
scheme to highlight some gaps existing in the communication controller — public institution /vs./ citizen
and the approach from multiple perspectives to the phenomena they all become hypotheses that allow
the opening of new research perspectives, especially if we consider the field of administrative sciences,
but they also represent novelty factors.

Through the research results and the proposed solutions we ensure openness to new horizons of
analysis and introspection in the field of personal data protection by taking into account the national
identity factors of manifestation, but also by reconsidering the geographical, historical, demographic,
political and geopolitical elements under research.

The thesis demonstrated that innovation is also required at the organizational chart of the
supervisory authorities, and a development is needed in defining their structures, including in Romania.
The rapid evolution of new technologies also requires the fastest possible evolution in the regulatory
field. This research and administrative practice are currently certified by regulatory practice.

The future cannot be avoided and the future belongs to new technologies.

More and more sectors, more and more activities, including public administration, will use
programs involving new technologies.

The world is opening up to a digital age and with this openness the world is changing.
Governments are envisioning change and are trying, including through regulation, to prevent the risks

that the world we know is already facing.
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Caught between financial interests, curiosity about the opportunities offered by new
technologies, the desire to simplify his life, the individual gains rights that controllers sometimes respect
at the limit of the law. The law can be interpreted. Human rights are currently being affected and the
path of humanity can no longer exclude the rapid integration of new technologies into the daily activities
of citizens who need to adapt to their new existence through ,, cybersecurity hygiene”.

“The General Data Protection Regulation has been a unique document, a historical normative
act in relation to the respect of the individuals’ right to privacy and in relation to the respect of their right
to protection of their personal data during the processing thereof.

“The Regulation on Artificial Intelligence” is a historical normative act at present. Perhaps in
short time another normative act will receive the title of historical normative act.

The European regulation tries to maintain the pace with the evolution of new technologies,
translating into legislation the pace of evolution of the digital world.

At the risk of becoming redundant, we will conclude by saying that the future remains uncertain,

cannot be avoided and belongs to new technologies.
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27) Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation).

28) Treaty establishing the European Economic Community (Treaty of Rome).

29) Treaty on the Functioning of the European Union (TFEU).

30) Treaty of Lisbon.

LAWS/NATIONAL DOCUMENTS
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https://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=celex:11957E/TXT

1) ANSPDCP, “Regulamentul de Organizare si Functionare al ANSPDCP din 11 Noiembrie 2005,
cu modificarile si completarile ulterioare”.

2) DPC Ireland, “Annual Report 2021 .

3) Data  Protection = Commission, “Corporate  Governance  Framework”. Link:
https://dataprotection.ie/en/who-we-are/corporate-governance/corporate-governance-framework.

4) DNSC, “Comunicat de presa. “Octombrie este Luna Europeana a Securitatii Cibernetice”,
campanie de constientizare la nivel european aflatd la cea de-a zecea editie”, September 30™,
2022. Link: https://dnsc.ro/citeste/comunicat-presa-ecsm-2022.

5) “Federal Data Protection Act (BDSG) of 30 June 2017 .

6) Government of Romania, “Strategia de securitate cibernetica a Romdniei pentru perioada 2022-
2027".

7) Government of Romania, “Hotardre privind aprobarea Strategiei de securitate cibernetica a
Romaniei, pentru perioada 2022—2027, precum si a Planului de actiune pentru implementarea
Strategiei de securitate cibernetica a Romaniei, pentru perioada 2022 - 2027, published in MO,
Partea I, Nr. 2 bis/3.1.2022, pp. 3-49.

8) Ministry of Internal Affairs, “Strategie nationala impotriva traficului de persoane”, versiune draft
aferenta perioadei 2024 — 2028, p. 8. Link:
https://webapp.mai.gov.ro/frontend/documente transparenta/642 1711725460 Strategie%20SNI
TP%2027.03.24.pdf.

9) Legea privind inteligenta artificiala.Link:
https://www.europarl.europa.eu/topics/ro/article/20230601STO93804/legea-ue-privind-ia-prima-
reglementare-a-inteligentei-artificiale.

10) Legea nr. 129 din 15 iunie 2018 pentru modificarea si completarea Legii nr. 102/2005 privind
infiintarea, organizarea §i functionarea Autoritatii Nationale de Supraveghere a Prelucrarii
Datelor cu Caracter Personal, precum si pentru abrogarea Legii nr. 677/2001 pentru protectia
persoanelor cu privire la prelucrarea datelor cu caracter personal si libera circulatie a acestor
date.

11) Legea nr. 190 din 18 iulie 2018 privind masuri de punere in aplicare a Regulamentului (UE)
2016/679 al Parlamentului European si al Consiliului din 27 aprilie 2016 privind protectia
persoanelor fizice in ceea ce priveste prelucrarea datelor cu caracter personal si privind libera
circulatie a acestor date si de abrogare a Directivei 95/46/CE (Regulamentul general privind
protectia datelor).

12) Legea nr. 363 din 28 decembrie 2018 privind protectia persoanelor fizice referitor la prelucrarea
datelor cu caracter personal de catre autoritatile competente in scopul prevenirii, descoperirii,
cercetarii, urmaririi penale §i combaterii infractiunilor sau al executarii pedepselor, masurilor
educative §i de siguranta, precum i privind libera circulatie a acestor date.

13) Legea nr. 102 din 3 mai 2005 privind infiintarea, organizarea si functionarea Autoritatii Nationale
de Supraveghere a Prelucrarii Datelor cu Caracter Personal, cu modificarile si completarile
ulterioare, republished.

14) Legea nr. 129 din 15 iunie 2018 pentru modificarea si completarea Legii nr. 102/2005 privind
infiintarea, organizarea §i functionarea Autoritatii Nationale de Supraveghere a Prelucrarii
Datelor cu Caracter Personal, precum §i pentru abrogarea Legii nr. 677/2001 pentru protectia
persoanelor cu privire la prelucrarea datelor cu caracter personal si libera circulatie a acestor
date.

15) Legea nr. 506 din 17 noiembrie 2004 privind prelucrarea datelor cu caracter personal si protectia
vietii private in sectorul comunicatiilor electronice.
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https://www.dataprotection.ro/servlet/ViewDocument?id=1502
https://www.dataprotection.ro/servlet/ViewDocument?id=1520
https://www.dataprotection.ro/servlet/ViewDocument?id=1620
https://www.dataprotection.ro/servlet/ViewDocument?id=1563
https://www.dataprotection.ro/servlet/ViewDocument?id=1502
https://www.dataprotection.ro/servlet/ViewDocument?id=859

16) Legea nr. 365/2002 privind comertul electronic.

17) Legea nr. 682 din 28 noiembrie 2001 privind ratificarea Conventiei pentru protejarea persoanelor
fata de prelucrarea automatizata a datelor cu caracter personal, adoptata la Strasbourg la 28
ianuarie 1981.

18) Loi frangaise dite ,, Informatique et Libertés, of 6 january 1978.

19) Loi organique de I’ Autorité de Protecion des Données.

20) European data protection legislation manual 2018 edition.

21) Planul National de Redresare si Rezilienta.

22) Programme for International Student Assessment. Document disponibil pe pagina:
https://www.edupedu.ro/rezultatele-pisa-2022-la-matematica-penultima-tara-din-uniunea-
europeana-in-scadere-cu-2-puncte-fata-de-testarea-din-2018-si-al-treilea-cel-mai-slab-rezultat-
din-istoria-testarii-internationale-stan/.

23) OUG nr. 57/2019 regarding ,, Codul administrativ’’ with subsequent modifications and additions.

24) General Secretariat of the Romanian Government in partnership with The World Bank, “Raport
privind analiza comparativa a aranjamentelor institutionale pentru controlul calitatii EIR
(inclusiv recomandari cu privire la un plan de actiuni si proceduri operationale)”’, October 2020.
Document registered as a result of the project “Romania-Agreement of reimbursable technical
assistance services on Regulation Impact Assessment (EIR) II1: Strengthening the capacity of the
public administration to conduct impact analysis for better regulation - P167906”, project
financed from POCA.

25) General Secretariat of the Romanian Government, “Strategia pentru managementul comunicarii
guvernamentale a Romdniei”. Link: https://sgg.gov.ro/1/strategia-pentru-managementul-
comunicarii-guvernamentale-a-romaniei-cod-sipoca-754/.

GUIDES
Guides issued by the European Data Protection Board

)
2)
3)
4)
5)
6)
7)

8)

9)

“Guidelines 04/2022 on the calculation of administrative fines under the GDPR”, Version 2.0.
Adopted on 24 May 2023.

“Guidelines 9/2022 on personal data breach notification under GDPR”, version 2.0. Adopted
on 28 March 2023.

“Guidelines 8/2022 on identifying a controller or processor’s lead supervisory authority”,
version 2.0, adopted on 28 March 2023.

“Guidelines 07/2022 on certification as a tool for transfers”, version 2.0. Adopted on 14
February 2023.

“Guidelines 06/2022 on the effective implementation of amicable settlements” (“Guide No
6/2022 on the effective implementation of amicable settlements”).

“Guidelines 03/2022 on Deceptive design patterns in social media platform interfaces: how to
recognise and avoid them”, version 2.0. Adopted on 14 February 2023.

“Guidelines 02/2022 on the application of Article 60 of the GDPR”, version 1.1. Adopted on 14
March 2022.

“Guidelines 05/2021 on the Interplay between the application of Article 3 and the provisions on
international transfers as per Chapter V of the GDPR”, version 2.0. Adopted on 14 February
2023.

“Guidelines 04/2021 on codes of conduct as tools for transfers”, version 2.0. Adopted on 22
February 2022.

10) “Guidelines 03/2021 on the application of Article 65(1)(a) GDPR”, version 2.0. Adopted on 24

May 2023.
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11),, Guidelines 01/2021 on Examples regarding Data Breach Notification”, version 1.0. Adopted
on 14 January 2021.

12) “Guidelines 10/2020 on restrictions under Article 23 GDPR”, version 2.0. Adopted on 13
October 2021.

13) “Guidelines 9/2020 on relevant and reasoned objection under Regulation 2016/679”, version
1.0. Adopted on 8 October 2020.

14) “Guidelines 8/2020 on targeting for addressing personalized content to users of social”
communication platforms (“Guide no. 8/2020 on targeting for addressing personalized content
to users of social” communication platforms), version 2.0. Adopted on 13 April 2021.

15) “Guidelines 07/2020 on the concepts of controller and processor within the GDPR” (“Guide
No 7/2020 on the concepts of controller and processor under the General Data Protection
Regulation”), version 2.0.

16) “Guidelines 06/2020 on the interaction between the Second Payment Services Directive and
GDPR” (Guide No 6/2020 on the interaction between the two payment services directives and
the GDPR), version 2.0. Adopted on 15 December 2020.

17) “Guidelines 05/2020 on consent under Regulation 2016/679”, version 1.1. Adopted on 4 May
2020.

18) “Guidelines 2/2020 relating to Article 46 (2) (a) and Article 46 (3) (b) of Regulation (EU)
2016/679 for transfers of personal data between public authorities and bodies in the EEA and
outside the EEA” (“Guide 2/2020 as regards Article 46 (2) (a) and Article 46 (3) (b) of
Regulation (EU) 2016/679 for transfers of personal data between public authorities and bodies
in the EEA and outside SEE”), version 2.0. Adopted on 15 December 2020.

19) “Guidelines 01/2020 on processing personal data in the context of connected vehicles and
mobility related applications”, version 2.0. Adopted on 9 March 2021.

20) “Guidelines 5/2019 on the criteria of the right to be forgotten in search engine cases under
GDPR” (“Guide No 5/2019 on the criteria of the right to be forgotten in search engine cases
under GDPR”), Part 1, version 2.0. Adopted on 7 July 2020.

21) “Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the
context of the provision of online services to data subjects” (“Guide no. 2/2019 on data
processing under Article 6 para. (1) letter b) of the GDPR in the context of providing online
services to data subjects ), version 2.0. Adopted on 8 October 2019.

22) “Guidelines 3/2019 on processing of personal data through video devices” (“Ghidul nr. 3/2019
privind pregatirea datelor cu caracter personal prin intermediul mijloacelor video ), versiunea
2.0. Adoptat 29 ianuarie 2020.

23) “Guidelines 1/2019 on codes of conduct and monitoring bodies provided for in Regulation (EU)
2016/679” (“European Data Protection Board Guide 1/2019 on Codes of conduct and
monitoring bodies pursuant to Regulation 2016/679 on EDPB”), version 2.0. Adopted on 4 June
2019.

24) “Guideline 2/2018 on the derogations provided for in Article 49 of Regulation (EU) 2016/679”
(“Guide of the European Data Protection Board no. 2/2018 on derogations under Article 49 of
Regulation 2016/679”), adopted on 25 May 2018.

25) “Guidelines 4/2018 on the accreditation of certification bodies under Article 43 of the General
Data Protection Regulation (2016/679)”, version 3.0. Adopted on 4 June 2019.

26) “Guidelines 3/2018 on the territorial scope of the GDPR (Article 3)”, version 2.0. Adopted on
12 November 2019.

Guides of ANSPDCP
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1) “Ghid intrebari si raspunsuri cu privire la aplicarea Regulamentului (UE) 2016/679”.

2) “Ghid privind prelucrarile de date cu caracter personal efectuate de catre asociatiile de
proprietari”.

3) “Ghid privind aplicarea legii nr. 363/2018”.

4) “Ghid orientativ de aplicare a Regulamentului General privind Protectia Datelor destinat
operatorilor”.

Guidelines adopted by the Working Group Article 29 on the General Data Protection Regulation
and approved by the European Data Protection Board

1) “Adequacy Referential WP 254 rev.01”.

2) “Documentul de pozitie privind derogarile de la obligatia de a pastra o evidenta a activitatilor
de prelucrare in conformitate cu art. 30 (5) din Regulamentul (UE) 2016/679".

3) “Documentul de lucru Stabilirea unei proceduri de cooperare pentru aprobarea ,, Regulilor
corporatiste obligatorii" pentru operatori si imputerniciti, conform GDPR, WP 263 rev.01”.

4) “Documentul de lucru care stabileste un tabel cu elementele si principiile care se regasesc in
Regulile corporatiste obligatorii WP 256 rev.01 .

5) “Document de lucru care stabileste un tabel cu elementele si principiile care trebuie gasite in
Regulile corporatiste obligatorii, aplicabile imputernicitilor WP 257 rev.01.

6) “Guidance on consent under Regulation (EU) 2016/679".

7) “Transparency guide under Regulation (EU) 2016/679".

8) “Guide on individual automated decisions and profiling”.

9) “Guide on notification of security breaches”.

10) “Guide on the right to data portability, as reported in Article 20 of the GDPR”.

11) “Guide on the impact assessment of the Working Group art. 29”.

12) “Guidance on data protection officer (DPO), as reported in Article 37-39 of the GDPR”.

13) “Guide on the identification of the leading supervisory authority of a controller or processor”.

14) “Guidelines on the application and fixing of administrative fines within the meaning of
Regulation 2016/679, WP 253 ”.

15) “Recommendation on the standard application for approval of binding corporate rules for the
transfer of personal data applicable to WP 264 operators”.

16) “Recommendation on the standard application form for the approval of binding corporate rules
for the transfer of personal data, applicable to WP 265 processors”.

EUROPEAN COMMISSION REPORTS/ INSTRUMENTS

1) ANSPDCP, “Raport anual 2023

2) ANSPDCP, “Raport anual 2022

3) ANSPDCP, “Raport anual 2021"”.

4) ANSPDCP, “Raport anual 2020 .

5) ANSPDCP, “Raport anual 2019”.

6) ANSPDCP, “Raport anual 2028”.

7) European Commission, “Better regulation” toolbox 2023.

8) European  Commission, “Programul  pentru  Deceniul  Digital  2030”. Link:
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-
age/europes-digital-decade-digital-targets-2030 ro.

9) European Commission, “Declaratia Europeana a Drepturilor i Principiilor Digitale”.

10) European Commission, “Communication de la Commission au Parlement Européen et au
Conseil - Premier rapport sur [’application du reglement relatif a la protection des données pour
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https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030_ro

les institutions, organes et organismes de [’Union(RPDUE) ” .Link:
https://commission.europa.eu/document/1b914c69-c8da-4213-aed0-9fd187cal021 ro.

11) European Commission, “COMMISSION STAFF WORKING DOCUMENT Implementation of
multi-country projects Accompanying the document Communication from the Commission to the
European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions Report on the state of the Digital Decade 2023”, Brussels, 27.9.2023
SWD(2023) 573. Link:https://digital-strategy.ec.europa.eu/en/library/implementation-multi-
country-projects-digital-decade-report-2023.

12) European Commission, “COMMUNICATION DE LA COMMISSION AU PARLEMENT
EUROPEEN ET AU CONSEIL - Premier rapport sur ’application du réglement relatif d la
protection des données pour les institutions, organes et organismes de |’Union (RPDUE) .

13) European Commission, 2018b, STATEMENT/18/3889.

14) European Commission, “Sustainable development in the European Union — Monitoring report
on progress towards the SDGs in an EU context — 2023 edition - Products Flagship publications
- Eurostat (europa.eu) ”.Link:https://ec.europa.eu.

15) European Commission, “COMMISSION STAFF WORKING DOCUMENT Implementation of
multi-country projects Accompanying the document Communication on the state of the Digital
Decade 2023”7, Brussels, 27.9.2023 SWD(2023) 573 final. Link: https:/digital-
strategy.ec.europa.eu/en/library/implementation-multi-country-projects-digital-decade-report-
2023

16) Contact Committee of the EU supreme audit institutions, “Compendiu de audit — Securitatea
cibernetica in UE si in statele membre ale acesteia”. Link: chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.eca.europa.eu/sites/cc/Lists/CCDo
cuments/Compendium_Cybersecurity/ CC_Compendium_Cybersecurity RO.pdf.

17) European Court of Auditors, Special Report, “Exprimati-va parerea!”: consultarile publice ale
Comisiei mobilizeaza cetatenii, dar activitdtile de informare cu privire la acestea nu sunt
suficiente”, 2019.

18) ENISA, “Raportul ENISA privind situatia amenintarilor”, January 2019 — April 2020.

19) ENISA, “CYBERSECURITY EDUCATION INITIATIVES IN THE EU MEMBER STATES”,
December 2022. Link: www.enisa.europa.eu.

20) “Manual de legislatie europeana privind protectia datelor”, 2018 edition. Link:
https://fra.europa.eu/ro/publication/2020/manual-de-legislatie-europeana-privind-protectia-
datelor-editia-2018.

21) The European Parliament, Briefing EU Legislation in Progress, “Artificial intelligence act”.
Link:
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS BRI(2021)698792
_EN.pdf.

22)The FEuropean Parliament,  “Press release” of 13 march 2024. Link:
https://www.europarl.europa.eu/news/ro/press-room/202403081PR19015/legea-privind-
inteligenta-artificiala-pe-adoptata-un-act-de-referinta

23) “Sustainable development in the European Union — Monitoring report on progress towards the
SDGs in an EU context — 2023 edition - Products Flagship publications - Eurostat”.

24) “Raportul Comitetului European pentru Protectia Datelor catre LIBE privind punerea in
aplicare a GDPR - 26/02/2019”.

25) “UE-SUA - Scutul de confidentialitate - Al doilea raport anual de revizuire comuna -
22/01/2019”.
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https://www.europarl.europa.eu/news/ro/press-room/20240308IPR19015/legea-privind-inteligenta-artificiala-pe-adoptata-un-act-de-referinta
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DECISIONS OF THE CONSTITUTIONAL COURT

1) “DECIZIA nr.335 din 14 iunie 2023 referitoare la obiectia de neconstitutionalitate a
dispozitiilor articolului unic din Legea pentru aprobarea OUG nr.89/2022 privind infiintarea,
administrarea §i dezvoltarea infrastructurilor §i serviciilor informatice de tip cloud utilizate de
autoritdtile si institutiile publice, coroborate cu cele ale art.3 alin.(2)-(4) si (8), ale art.4 alin.(4)
si ale art. 10 alin.(8) din aceasta ordonanta de urgenta Publicata in Monitorul Oficial nr.562 din
22.06.2023".

2) “DECIZIA nr.70 din 28 februarie 2023 referitoare la obiectiile de neconstitutionalitate a
dispozitiilor art.3 alin.(1) lit.c), art.21 alin.(1), art.22, art.25, art.41, art.48 si art.50 din Legea
privind securitatea si apararea ciberneticdi a Romdniei, precum §i pentru modificarea §i
completarea unor acte normative”.

3) “DECIZIA nr.55 din 4 februarie 2020 referitoare la exceptia de neconstitutionalitate a
dispozitiilor art. 139 alin.(3) teza finala din Codul de procedura penala si ale art. 11 alin.(1) lit.d)
din Legea nr.51/1991 privind securitatea nationala a Romaniei Publicata in Monitorul Oficial
nr.517 din 17.06.2020".

4) “DECIZIA Nr.17 din 21 ianuarie 2015 asupra obiectiei de neconstitutionalitate a dispozitiilor
Legii privind securitatea cibernetica a Romdniei Publicata in Monitorul Oficial nr.79 din
30.01.2015".
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27) https://bnf.libguides.com/europe/legislation_europenne/publications_officielles
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